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ABSTRACT

The integration of blockchain technology with the Internet of Medical
Things (loMT) has seen many changes and evolutions, with the last
couple of years really witnessing an upward trajectory in growth and
innovation. This paper offers a detailed review of the most recent trends
in this area, with a focus on how blockchain technology is solving some
of the long-standing problems of IoMT like data privacy,
interoperability, security, and scalability. Some key trends discussed are
lightweight blockchain architecture, integration of federated learning
with blockchain, off-chain and distributed storage systems based on
IPFS, and emerging post-quantum cryptographic tools for enhanced
security. The review also captures current research trends in academia
and industry, including healthcare edge computing, energy-efficient
consensus, and smart contract automation. This paper offers a timeline
for development, thematic analysis of trends, and areas for productive
investigation into the realization of secure, scalable, and interoperable
IoMT systems.
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Internet of Medical Things (loMT) is considered a
paradigm shift in healthcare where it connects wearable
devices, implantable sensors, remote monitoring devices,
and cloud-based analytics platforms (Mishra & Singh,
2023). Interconnection brings in critical challenges related
to data integrity, security, real-time access, and
interoperability. Being decentralized, immutable, and
transparent, the blockchain has surfaced as the security

enabler for loMT ecosystems. The last decade, however,
has witnessed landmark changes in applying blockchain to
IoMT (Ghadi et al., 2024). From the very basic logging of
patient records in earlier days to today's highly
sophisticated decentralized ecosystems using smart
contracts and Al, such changes in design and deployment
approaches represent a larger paradigm shift (Puri et al.,
2024). Such shifts are reshaping technical solutions and
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altering the models for compliance, governance, and
integration within the healthcare domain.

Background to the Study
The IoMT Overview

The IoMT constitutes a network of medical devices and
applications interfacing with healthcare IT systems via
online networks (Shafiq et al., 2023). This allows for
continuous monitoring of the patient's health, real-time
diagnoses, and medical response in advance. Islam
(2023), emphasize that the high volume and sensitivity of
data generated from IoMT devices demands high-grade
security, privacy, and efficient data management.

Blockchain Basics

The blockchain is a distributed database technology that
allows secure, transparent, thwart-proof blocking of
transactions, secured through cryptography, and validated
through the consensus mechanism among decentralized
nodes (Ali et al., 2025). Primarily meant for cryptocurrency,

blockchain is currently being adapted for various
applications, including the healthcare sector. Yet,
traditional blockchain systems require considerable

energy, lack scalability, and impose latency-their
limitations are heightened under the resource constraints
imposed by IoMT environments.

Intersection of Blockchain and loMT

Previous research and implementation of blockchain into
[oMT: With the rapid evolution of the Internet of Medical
Things (loMT), researchers have begun to pay serious
attention into integration of blockchain technology with
IoMT, especially regarding its benefits relating to major
challenges like data security, interoperability, and
scalability. This has motivated several studies and
practical applications about how blockchain can transform
healthcare systems that rely on lIoMT.

Blockchain for Securing loMT Data: There are numerous
studies advocating for the installation of blockchain
technology to give strength to lIoMT systems through
immutable data storage and secure communication
channels. Gladyr (2021) advanced a blockchain-based
architecture to protect patient-generated data from
wearables. There are systems that ensure data integrity
with cryptography techniques that avoid access by
unauthorized entities (Abbasi et al., 2021). Computer
solutions like Guardtime's KSI have already deployed their
capabilities in securing EHRs and IoMT field data in
current real-life healthcare environments (Suraci et al.,
2022).

Blockchain for [oMT Inter-operability: Interoperability
among heterogeneous IoMT devices and systems is a
longstanding challenge in healthcare. Blockchain is
proposed for this purpose as a future enabler for seamless
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data exchange. Sharma et al., (2020) have presented a
blockchain framework for IoMT device interactions and
sharing activity. The proposed model utilizes smart
contracts to the automated processing of secure data
exchange. This is further illustrated in the use of MedRec,
an MIT Media Lab system that employs blockchain
technologies to generate the one unified patient record
thereby providing inter-operability with health care
providers. Blockchain to Preserve Privacy in loMT: Due to
its decentralized and cryptographic nature, such types of
devices prove beneficial in preserving patient privacy from
this IoMT ecosystem. Khan et al. (2022) proposed a
blockchain Hyperledger fabric enabled consortium
architecture referred to as BIoMT which offers security,
integrity, transparency and accountability to health-related
transactions and exchanges of sensitive clinical
information in an environment of distributed and
decentralized and secure by design and without the use of
server technology. A consensus is designed and designed
to help decrease the impact of such limitations of
blockchain applications within IoMT environments.
Specific individual health transactions before sharing in the
system are protected using the NuCypher Re-Encryption
mechanisms that augments security and offers clarity and
reliability to the medical dictation records.

Blockchain in loMT for Supply Chain Transparency:
Blockchain is applied to track the lifecycle of loMT devices
and medical supplies by promoting transparency and
authenticity. Liu et al. (2021) Proposed a unified platform
of Blockchain and Internet of Things-based smart tracking
and tracing (abbreviated as BloT3) spanning five layers,
which acts as a decentralized solution for traceability in the
drug supply chain. Blockchain Transparent Supply has
been employed for case studies related to medical
equipment supply chains, ensuring the quality control of
these respective lines and traceability (Sunny et al., 2020).
These studies prove that significant innovations in problem
solving are brought about by blockchain in the face of
challenges for loMT systems. From secure data storage,
accessibility to privacy-preserving interoperability that
guarantee supply chains to be transparent, these
technologies have proven vital for enabling the next
generation of healthcare systems dependent upon loMT.

METHODOLOGY

The review of this work was conducted using scholarly
sources and peer-reviewed journals. The analysis was
devised to identify the trends of blockchain implementation
within IoMT in five domains, i.e. lightweight architecture,
federated learning integration, storage and data sharing,
privacy frameworks, and consortium governance models.
Each paper was scrutinized to learn about the changes in
approach and the emerging areas of focus.

Review of Related Works

The recent literature reflects an increasing interest in the
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synergy of blockchain and Internet of Medical Things or
IoMT to address issues of data security, interoperability,
privacy, and system efficiency.

Liao et al. (2025) introduced the Lightweight Sharding
Blockchain  Snapshot Pruning (LSBSP) method,
combining dual-chain architecture and snapshot pruning to
overcome synchronization latency and improve storage
efficiency of the data in loMT systems. Their work applies
significantly to today's trend toward lightweight blockchain
architectures for resource-constrained medical devices.
Similarly, Khajehzadeh et al. (2024) introduced L2Al, a
lightweight three-factor authentication scheme based on
blockchain. Their scheme secures data access control
without burdening energy-constrained IoMT sensors,
highlighting the necessity of authentication systems with
requirements of security and performance.

Blockchain integrated with federated learning is another
prominent development in this field. In today's world, data
is being generated from a plethora of different sources.
Smartphones, autonomous vehicles, wearable devices,
and plenty of sensors are just a few examples. FL is a
machine learning method that uses data from multiple
devices or institutions (known as clients), allowing them to
train a model collectively without needing to transmit their
underlying data. Dhasaratha et al. (2024) developed a
federated blockchain platform to facilitate privacy-
preserving model training and safe data sharing among
several healthcare organizations. Their work aims at
collaborative intelligence without violating patient
confidentiality, which is an increasing requirement for Al-
based healthcare services.

Fending off quantum-age attacks, by using post-
quantum cryptography (PQC) so that the security of
transactions, data and the system are not compromised by
quantum computers. El Haddouti et al. (2024) proposed a
blockchain system secured by post-quantum cryptography
schemes. Their approach offers long-term security
resilience, and their work is a milestone for blockchain
research in next-generation healthcare systems.

In the context of effective and secure storage of data, Li
et al. (2023) proposed combining InterPlanetary File
System (IPFS) with Ethereum for off-chain storage of large
medical files with blockchain-based traceability. This kind
of architecture increases storage and system throughput
in real-time medical applications.

Rahman et al. (2024) highlighted the use of smart
contracts for managing consent, enabling automated legal
compliance and privacy policy enforcement in
decentralized IoMT networks. Their research highlights the
importance of regulatory-conscious blockchain technology
in healthcare.

Finally, ok et al. (2025) proposed an energy-efficient
consensus protocol that reduces the immediate power
consumption issues of blockchain-based IoMT devices.
Such mechanisms as Proof-of-Authority (PoA) are
particularly well-suited to small-scale, real-time medical
environments.

Combined, these studies constitute a heterogeneous and
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forward-looking corpus that mirrors the dominant trends in
blockchain-loMT research. They highlight the shift away
from monolithic, one-size-fits-all systems towards
modular, scalable, and privacy-preserving frameworks that
can effectively support the tailored needs of today's
healthcare systems.

Evolution and Application of Trends in Blockchain
Integration with loMT

The conjunction of blockchain with IoMT has not been
stagnant; it underwent a few phases of development,
corresponding to changes in these two technologies and
the demand from modern healthcare. In early days, the
focus was basically on securing medical data and ensuring
its integrity, whereas recent developments aimed at
interoperability, scalability, and real-time decision support.
These trends show how blockchain is slowly permeating
IoMT applications, which range from patient monitoring
and telemedicine to medical supply chain management
and predictive healthcare. The following subsections
explain this evolution and shoot through the major
application areas upon which current and emerging
practices are based.

Trend Evolution in Blockchain-loMT Applications
(2017-2025)

This Figure 1 narrates the progressive maturity of

blockchain trends applied to the Internet of Medical Things
(loMT).

Trend Evolution in Blockchain-loMT Applications
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Figure 1: Trend evolution in blockchain-loMT Applications

a) 2017-2019 period is the earliest adoption phase with
applications focused on basic record-keeping and static
ledgers (Yaga et al., 2018; Lipton et al 2018).

b) 2020-2022 period observes trends of smart-contracts
and decentralized access control mechanisms with
enhancement of automation and governance on data
(Hewa et al., 2021)

c) 2023-2025 period shows trends of federated learning,
edge computing, and post-quantum cryptography at the
forefront as an evolution toward the intelligent, privacy-
preserving, and scalable blockchain-loMT ecosystems
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Table 1: Summary of trends, their benefits and challenges
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Trend Benefits

Challenges Citation

Lightweight sharding Faster Bootstrapping, Reduced
Storage and scalability
Improvement, fault isolation and

resilience.
Federated Learning Secure, privacy-preserving
and Block intelligence, Resistance to

chain Poisoning Attacks, Improved
Model Accuracy Under Privacy.

Off-chain and IPFS Decentralization and Redundancy,

Efficient Blockchain Integration

Secure, privacy-preserving

intelligence

Post-quantum

cryptography Homomorphic & Attribute-Based
Encryption

Consortium Support for Decentralized

blockchains Applications, Control, efficiency,

institutional trust

Future-proof security, Complement to

Possible fragmentation, increased
system complexity, Security
Concerns with Node Assignment,
Overhead in Maintaining Dual
Chains

Synchronization and deployment
challenges, Communication
Overhead, Sensitivity to Noise in
Privacy Mechanisms, Delay in
Crowdsourcing.

Synchronization and deployment
challenges

Liao et al. (2025)

(Zhao et al,
2020).

(Eren et al., 2025)

Large Key and Ciphertext Sizes,
Computational cost on devices

(Padmavathy et
al., 2022)

Consensus scalability limitations
(e.g., BFT bottlenecks),
integration: Hard to integrate with
legacy systems or other platforms

(Chen et al., 2024)

(Sindhusaranya et al., 2023). The timeline showing key
evolutionary trends in Blockchain-loMT applications
(2017-2025) as shown in figure 1.

Lightweight & Scalable Architectures

Lightweight architecture creates growing trends in more
recent years suitable for loMT's constrained environment.
Liao et al. (2025) and Guogiong et al. (2025) explore
Lightweight Sharding method of Blockchain based on
State Pruning (LSBSP) to find dual-chain architecture and
shapshot pruning to minimize synchronization delay and
storage requirements for end devices. Likewise,
lightweight three-factor authentication and authorization
protocol called L2Al designs its protocol and three-factor
authentication scheme for low-power medical devices
(Khajehzadeh et al., 2024). These trends show a
movement away from general-purpose blockchain models
toward customized, resource-efficient ones.

Blockchain + Federated Learning

Another budding trend is the coexistence of federated
learning (FL) and blockchain. Such integration supports
decentralized model training without exposure to raw
medical data, thus conforming to privacy regulations. The
federated blockchain framework supports co-intelligence
among medical institutions, while issues of trust and
accountability are resolved upfront (Zhao et al., 2020).
This trend points towards an increasing emphasis on Al
and distributed learning systems for privacy-preserving
analytics.

Off Chain Storage and Big Data Integration

Handling large volumes of health data demands an

efficient off-chain storage solution (Eren et al., 2025). One
hot trend connects the blockchain with IPFS and
BigchainDB where only the metadata is stored on-chain,
while huge content such as imaging data is stored off-
chain (Saif et al., 2024). This supports scalability,
traceability, and integrity. Hence there is a shift of
application from monolithic blockchain use to distributed
hybrid data systems.

Privacy, Access Post-Quantum

Cryptography

Control, and

To provide a high level of privacy and patient identity
protection in blockchain-loMT systems, there are
increasing research interests toward post-quantum
cryptographic schemes and zero-knowledge proofs
(Padmavathy et al. 2022). These address the future
threats of quantum attacks and provide near-perfect
mechanisms for access control. Regarding trends in
access control systems, a natural evolution has been
observed from static, rule-based approaches to dynamic,
cryptography-based frameworks that take patient's
consent and data sovereignty into consideration.

Consortium and Permissioned Blockchains

Chen et al. (2024) pointed that contrary to public
blockchains, permission and consortium networks are
forging ahead in the healthcare sector for control, privacy,
and efficiency. Institutions may experiment with blockchain
consortiums among themselves for the exchange and
auditing of health data while maintaining institutional
autonomy. This trend indicates the drifting away from
public ledger solutions toward special-purpose, role-based
governance structures that may satisfy regulatory
requirements (Table 1).
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Ongoing Challenges Amid Emerging Trends

Even if the gap in architectural and application-level trends
looks very promising, there are several obstacles and
great challenges:

a. Scalability vs. Security: Lightweight protocols may
sacrifice security for better scalability.

b. Energy Consumption: Current consensus protocols
such as PoW (Proof of Work) are still not applicable for
loMT-grade deployment.

c. No standardization: Different protocols and lack of
standardization by vendors and in some regions blocks
trend convergence.

d. Compliance confusion: With standards changing,
compliance with things like HIPAA (Health Insurance
Portability and Accountability Act) or GDPR (General Data
Protection Regulation) can still be difficult.

e. Hardware Limitations: Most of the IoMT devices
continue to suffer from limited computational resources to
be able to perform complex functions of cryptographic
operation.

Trend-Inspired Research Frontiers

a. Edge Powered Blockchain Architectures: Distributed
processing for low latencies and less dependence on
central cloud infrastructure.

b. ZKP (Zero-Knowledge Proofs): Allowing to prove one is
an eligible patient/health provider without leaking one's
identity.

c. Federated Blockchains Framework: for cross-
infrastructure data sharing, with layers of partial
decentralization.

d. Quantum-Invulnerable Algorithms: Securing blockchain
against next-generation threats with post-quantum
cryptography.

e. Ecofriendly Consensus Mechanisms: Low-power
options, including Proof-of-Authority (PoA) for green
installations.

f. Smart Contracts Legality Automation through Policy as
Code and Patient Consent Logic.

Conclusion

The various trends that come along with the integration of
the Internet of Medical Things (loMT) with blockchain
indicate that the field is finally entering a maturing phase.
This transition from early experiments to strong, safe, and
sustainable applications has led the healthcare ecosystem
in the past few years towards intelligent, energy-aware,
and patient centric solutions. Notwithstanding challenges
around standards, compliance, and resources, emerging
trends suggest exciting directions in research and
deployment. Therefore, the combination of blockchain and
IoMT is transforming the present and future of healthcare
by providing a more secure environment where security
and privacy of medical data are top priority.
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