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ABSTRACT: The Internet of Things (IoT) is a network that connects various devices to the Internet using specific 

protocols, allowing for the exchange of information and communication to enable smart functionalities such as 

recognition, positioning, tracing, monitoring, and administration. This paper provides a brief overview of IoT, its 

enabling technologies, architecture, characteristics, security threats, potential remedies, and applications. It also 

discusses the functional view of IoT and future challenges. The main advantage of IoT is its significant impact in 

creating a new dimension in the world. Key features necessary for implementing a large-scale IoT include low-cost 

sensors, high-speed and error-tolerant data communications, intelligent computations, and a wide range of 

applications. This research is presented in four main sections: an overview of IoT technology, a summary of related 

surveys, a review of main IoT applications, and a section on security challenges, potential attacks, and solutions for IoT. 
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INTRODUCTION 
 

Internet of Things (IoT) is simply a collection of many 
connectable objects (nodes) that can communicate and 
share information to accomplish common tasks  (Adat,2018) 
Objects can be a person, mobile phones, home 
appliances, doors, cars, animals or anything else you can 
imagine. Each object is attached to a sensor that enables 
it to connect with the environment. IoT connects 
personal, business, industrial, and public-sector devices 
to each other, where the information can be sorted, 
analyzed, and stored. It has many applications in 
transportation, healthcare, energy production, and 
distribution. ITU-T defines IoT as: “Global infrastructure 
for the society, enabling advanced services by 
interconnecting (physical and virtual) things based on 
existing and evolving interoperable information and 
communication technologies” (Leloglu, 2017). IoT can be 
integrated with wearable devices mainly consist of sensor 
nodes that the ability of transmitting data. 

 
 
 
Very little processing often takes place within this type of 
devices, relying on remote services or nodes to perform 
the computational workload. The information collected by 
these devices can range from a simple heartbeat, to 
temperature and humidity data, to energy consumption 
patterns, all while providing functionality such as health 
monitoring and home automation. Because of the type of 
information these devices gather and store, they become 
prime targets for attackers. Unfortunately, the majority of 
these devices and applications are not designed to 
handle the security and privacy attacks and it increases a 
lot of security and privacy issues in the IoT networks such 
as confidentiality, authentication, data integrity, access 
control, secrecy, etc. On every day, the IoT devices are 
targeted by attackers and intruders.  IoT solutions not 
only involve various technology domains such as mobile 
communications, cloud, data, security, 
telecommunications, and networking but they also lead to  
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Figure 1: IoT smart Capabilities and applications (Sadeeq et al., 2018). 

 
 
cross-industrial use of data (for example, data generated 
in smart home and industrial applications is used in the 
automotive domain) (Figure 1). This opens a possibility 
for establishing business partnerships between horizontal 
industries, such as telecommunication operators, and 
vertical industries, such as car manufacturers, as new 
business models. IoT-enabled digital transformation of 
business is much more than just using connected objects 
it makes it possible to develop innovative business 
models that were impossible before. 
 
Literature review 
 
Theoretical literature  
 
In this paper, a review of related theoretical scholarship 
will be conducted to align with the context of the study. It 
is widely acknowledged that the ongoing phenomenon of 
human cultural evolution, amplified by the rapid pace of 
technological advancement, is propelling the human race 
into what is commonly referred to as the information or 
computer age (Turban et al., 2017). Literature serves as 
a valuable resource for comprehending the subject 
matter, offering insights into previous work, solutions to 
existing challenges, and potential approaches for 
addressing them. A thorough examination of IoT privacy 
and security issues/concerns is essential. As highlighted 
by Meng et al. (2018), challenges such as jamming, 
spoofing attacks, and unauthorized access have 
jeopardized the integrity of user data. However, there 
exist potential solutions that individuals can implement to 
enhance the security of their IoT devices. 

The emergence of various privacy threats in the current 
era has raised concerns about the security of IoT 
technologies and their integrated networks (Siby et al. 

(2017). Managing the security of IoT devices in 
businesses and organizations has become increasingly 
challenging. To address this, organizations must deploy 
monitoring and scanning tools for IoT devices to detect 
and mitigate privacy-related threats. Traffic interceptors 
and analyzers play a crucial role in identifying and 
investigating cyber threats. Despite the numerous 
benefits of the Internet of Things, cybersecurity and 
privacy risks remain significant concerns. These 
challenges pose a predicament for both business and 
public organizations, especially in light of high-profile 
cybersecurity attacks that have exposed the 
vulnerabilities of IoT technologies. The interconnectivity 
of IoT networks with the wider internet necessitates the 
development of novel security solutions to address 
accessibility from anonymous and untrusted sources. 
Emphasizing the standards and basic principles of the 
IoT Cyber Security Framework is essential for 
implementing a robust IoT security system. Leloglu 
(2017) underscores the importance of addressing these 
challenges to ensure the secure and reliable operation of 
IoT technologies. 

 Liu et al. (2019) emphasize the importance of 
considering the termination of contracts involving different 
devices with varying communication protocols in the 
context of cyber security for the Internet of Things (IoT). 
The presence of diverse protocols can impede the 
implementation of separate service contracts and is a 
crucial aspect of the cyber security structure for IoT. To 
ensure the reliability of the IoT framework in the cyber 
security domain, it is essential to take small steps to 
mitigate the challenges associated with IoT cyber 
security. Furthermore, scalability is identified as a key 
measure of success for the cyber security IoT framework. 
Analysts highlight the need for the IoT environment to be  
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scalable enough to address the multitude of Internet-
related and cyber security challenges. Additionally, the 
IoT cyber security environment should support various 
testing methods, including integration testing, component 
testing, system testing, and compliance testing, in order 
to effectively reduce challenges and risks. 

In the current landscape, Ali et al. (2018) have outlined 
the existing IoT cyber security solutions, highlighting the 
implementation of basic security measures by suppliers. 
They assert that it may not be financially viable for 
suppliers to produce high-quality solutions, posing a 
challenge in developing effective cybersecurity measures 
for the Internet of Things. Additionally, Sadeghi et al. 
(2015) emphasize the pervasive nature of current 
embedded mobile and cyber-physical systems, 
encompassing industrial control systems, modern 
vehicles, and critical infrastructure. They point to ongoing 
trends and initiatives such as Industry 4.0 and the 
Internet of Things (IoT) as promising avenues for 
innovative business models and enhanced user 
experiences through robust connectivity and the 
utilization of advanced generations of embedded devices. 
The generation, processing, and exchange of large 
volumes of relevant data within industrial IoT systems 
have made them a prime target for cyber-attacks, posing 
potential physical harm and disruptions to people's lives. 
The need for robust cybersecurity and privacy measures 
is paramount due to the inherent threat they pose. The 
complexity of these systems coupled with the potential 
impact of cyber-attacks has given rise to new challenges 
for industrial IoT systems. Addressing these challenges 
will require the implementation of comprehensive security 
frameworks tailored specifically for industrial IoT systems. 
It is evident that current IoT systems have not yet 
reached the level of improvement necessary to 
adequately secure their essential functions. 

The study and research of security issues in IoT have 
been of extreme significance. One of the main objectives 
in terms of IoT security is to ensure privacy, 
confidentiality, and better protection for every user, as 
well as guaranteeing the availability of various services 
offered by the IoT ecosystem. As a result, research in IoT 
security is gaining necessary momentum with the help of 
different simulation tools and multiple computational 
platforms (Izzat et al., 2020). 
 
Conceptual framework 
 
Iot applications 
 
The main objectives of IoT are the configuration of a 
smart environment and self-conscious independent 
devices such as smart living, smart items, smart health, 
and smart cities among others (Abomhara and Køien, 
2014). The applications of IoT in industries, medical field, 
and in home automation are discussed in the following 
section. 

 
 
 
 
IoT in industries 
 
The emergence of the Internet of Things (IoT) has 
presented a valuable opportunity for the development of 
robust industrial systems and applications. Within the 
realm of intelligent IoT transportation systems, authorized 
individuals are able to actively monitor the current 
location and movement of vehicles, as well as predict 
their future locations and assess road traffic conditions. 
Initially, the term IoT was primarily associated with 
identifying unique objects through RFID technology, but it 
has since evolved to encompass a wide array of 
components such as sensors, Global Positioning System 
(GPS) devices, mobile devices, and actuators. The 
successful adoption and utilization of these new IoT 
technologies hinges greatly upon the protection of data 
privacy and information security. The IoT facilitates the 
interconnection, tracking, and monitoring of numerous 
entities, leading to the automatic collection of valuable 
information and sensitive data. Consequently, in the IoT 
environment, safeguarding privacy is a significantly more 
critical concern compared to traditional networks, given 
the heightened frequency of cyber attacks targeting IoT 
systems (Da Xu, He, and Li, 2014). 
 
 
IoT in Personal Medical Devices 
 
The use of IoT devices in healthcare systems has 
become widespread, particularly for monitoring and 
assessing patients (Tarouco et al., 2012). Personal 
Medical Devices (PMDs) play a crucial role in monitoring 
the medical condition of patients, either through internal 
implantation or external attachment. These small 
electronic devices are increasingly popular, with the 
market projected to reach a value of around 17 billion 
dollars by 2019 (Mohan, 2014). However, the wireless 
interface used by these devices for communication with 
base stations poses significant security and privacy 
threats for patients.  

This vulnerability makes the devices susceptible to 
cyber-attacks, potentially compromising the security, 
privacy, and safety of the patients. In the healthcare 
context, the primary objective is to ensure network 
security to safeguard patient privacy from malicious 
attacks. Attackers often target mobile devices with the 
intention of stealing information, exploiting device 
resources, or disrupting applications that monitor patient 
conditions. It is crucial to address these security concerns 
to uphold the integrity and confidentiality of patient data. 
There are many types of attacks on medical devices that 
include eavesdropping in which privacy of the patient is 
leaked, integrity error in which the message is being 
altered, and availability issues which include battery 
draining attacks. Some cyber security threats related to 
security, privacy, and safety of medical data of patient are 
discussed as follows: 
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(i) PMDs are critical to any task that uses battery 

power. Hence these devices must support a limited 
encryption. If the device is a part of different 
networks, then confidentiality, availability, privacy, 
and integrity will be at high risk. 

(ii) As PMDs have no authentication mechanism for 
wireless communication. So, the information stored in the 
device may be easily accessed by unauthorized persons.  
(iii) Absence of secure authentication also uncovers 
the devices to many other security threats that may leads 
to malicious attacks. A hostile may launch Denial of 
Service (DoS) attacks.  
(iv) The data of patient is sent over transmission 
medium which may be altered by unauthorized parties, 
as a result privacy of a patient may loss. 
 
IoT in Smart Home 
 
The IoT smart home services are increasing day by day, 
digital devices can effectively communicate with each 
other using Internet Protocol (IP) addresses. All smart 
home devices are connected to the internet in a smart 
home environment (Yoon et al., 2015). As the number of 
devices increases in the smart home environment, the 
chances of malicious attacks also increase. If smart 
home devices are operated independently the chances of 
malicious attacks also decreases. Presently smart home 
devices can be accessed through the internet 
everywhere at any time. So, it increases the chances of 
malicious attacks on these devices.  

A smart home consists of four parts: service platform, 
smart devices, home gateway, and home network as 
shown in (Figure 3) below. In the smart home, many 
devices are connected and smartly shares information 
using a home network. Consequently, there exists a 
home gateway that controls the flow of information 
among smart devices connected to the external network. 
Service platform uses the services of service provider 
that deliver different services to the home network. 
 
METHODOLOGY 
 
Architecture of interment of thing iot 
 
The architecture contains 5 layers in (Figure 2). The 
layers include: Perception Layer, Transport Layer, 
Processing Layer, Application and Business Layer. 
 

 
Figure 2:5-Layered Architecture of IoT  Source: Aqeel et al. (2016). 
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Figure 3:  Threats in smart home in IoTs. 

 
Perception layer  
 
This is responsible for the identification of physical 
properties (e.g. location, temperature etc.) with the help 
of using various sensors used in IoT and performing 
conversion of signal to digital signal according to the 
transmission network. Sensing technology is the major 
technique for this layer which includes technologies like 
RIFD, GPS, 2-D barcode and so on.   
 
Transport layer 
 
Transport layer is often called Network Layer in 5 layer 
architecture used for the purpose of transporting the 
received data to the processing center. This 
transportation takes place through different network. IPv6 
is considered to be the key protocol for this layer and 
FTTx, 3G, Wifi, Bluetooth, ZigBee, infrared technology 
are the important techniques used on this layer.  
 
Processing layer 
 
In the processing layer, all data transmitted from the 
transport layer is stored, processed, and analyzed. This 
layer involves the use of databases, intelligent 
processing, cloud computing, ubiquitous computing, and 
other advanced approaches. Experts consider the 
processing layer to be crucial for the future development 
and research of the Internet of Things. It is believed that 
further advancements in IoT can be achieved through 
innovations in the processing layer. 
 
Application layer 
 
The Application Layer is crucial for the functioning of IoT 
systems, as its tasks rely heavily on data from the 
processed layer. Its primary goal is to develop distinct IoT 
applications, such as intelligent transportation, logistics 
management, and identity authentication. These 
applications are essential for various industrial uses, and 
the Application Layer plays a key role in providing them. 
 
Business Layer 
 
The business layer plays a crucial role in managing tasks 
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such as application management and business model 
development. It is responsible for overseeing the 
realization and charge management of different 
applications, as well as conducting research on business 
and profit models. This layer recognizes that the 
efficiency of IoT depends on long-term development of 
the business model. Additionally, the business layer is 
accountable for safeguarding user privacy and 
conducting research related to IoT applications (Aqeel et 
al, 2016). 
 
Security requirements 
 
In the realm of IoT, the interconnectedness of devices 
and individuals enables the provision of services without 
constraints of time or location. However, a significant 
proportion of internet-connected devices lack robust 
security measures, rendering them susceptible to a range 
of privacy and security concerns such as confidentiality,  
integrity, and authenticity. To safeguard IoT networks 
from malicious attacks, it is imperative to adhere to 
specific security requirements as outlined in the works of 
Tarouco et al. (2012), Weber (2010), and Babar et al. 
(2010). These measures are essential for ensuring the 
integrity and reliability of IoT services in the face of 
potential threats. 
 
Here, some of the most required capabilities of a secure 
network are briefly discussed. 
 
Resilience to attacks 
 
The system should be capable enough to recover itself in 
case if it crashes during data transmission. For an 
example, a server working in a multiuser environment, it 
must be intelligent and strong enough to protect itself 
from intruders or an eavesdropper. In the case, if it is 
down, it would recover itself without intimation the users 
of its down status. 
 
Data authentication 
 
The data and the associated information must be 
authenticated. An authentication mechanism is used to 
allow data transmission from only authentic devices. 
 
Access control 
 
Only authorized persons are provided access control. 
The system administrator must control access to the 
users by managing their usernames and passwords and 
by defining their access rights so that different users can 
access only relevant portion of the database or programs. 
 
Client privacy 
 
The data and information should be in safe hands. 

 
 
 
 
Personal data should only be accessed by authorized 
person to maintain the client privacy. It means that no 
irrelevant authenticated user from the system or any 
other type of client cannot have access to the private 
information of the client. 
 
IoT security, privacy, threats and challenges 
 
The era of IoT has changed our living styles (Hwang, 
2015).  Although the IoT provides huge benefits, it is 
prone to various security threats in our daily life. The 
majority of the security threats are related to leakage of 
information and loss of services. In IoT, the security 
threats straightforwardly are affecting the physical 
security risk. The IoT consists of different devices and 
platform with different credentials, where every system 
needs the security requirement depending upon its 
characteristics. The privacy of a user is also most 
important part because a lot of personal information is 
being shared among various types of devices (Qureshi et 
al., 2012; Abdur et al., 2017).  

Hence a secure mechanism is needed to protect the 
personal information. Moreover, for IoT services, there 
are multiple types of devices that perform communication 
using different networks. It means there are a lot of 
security issues on user privacy and network layer. User 
privacy can also be uncovered from different routes. 
Some security threats in the IoT are as follows: 
 
E2E Data life cycle protection 
 
To ensure the security of data in IoT environment, end-to-
end data protection is provided in a complete network. 
Data is collected from different devices connected to 
each other and instantly shared with other devices. Thus, 
it requires a framework to protect the data, confidentiality 
of data and to manage information privacy in full data life 
cycle. 
 
Secure thing planning 
 
The interconnection and communication among the 
devices in the IoT vary according to the situation. 
Therefore, the devices must be capable of maintaining 
security level. For example, when local devices and 
sensors used in the home based network to 
communicate with each other safely, their communication 
with external devices should also work on same security 
policy. 
 
Visible/usable security and privacy 
 
Most of the security and privacy concerns are invoke by 
misconfiguration of users. It is very difficult and unrealistic 
for users to execute such privacy policies and complex 
security mechanism. It is needed to select security and 
privacy policies that may apply automatically. 
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Figure 4:  An example of Trespass attack, hacking a door lock. 
(Source: Abderahmanet, al 2019). 

 
 
 
Security threats in smart home 
 
Smart home services can be exposed to cyber-attacks 
because majority of the service provider do not consider 
security parameters at early stages. The possible security 
threats in a smart home are eavesdropping, Distributed 
Denial of Service (DDoS) attacks and leakage of 
information, etc. Smart home networks are threatened by 
unauthorized access. The possible security threats to 
smart home are discussed as follows (Figure 4). 
 
Trespass 
 
If the smart door lock is affected by malicious codes or it 
is accessed by an unauthorized party, the attacker can 
trespass on smart home without smashing the door way 
as shown in (Figure 5). The result of this effect could be 
in the form of loss of life or property. To get rid of such 
attacks, passwords should be changed frequently that 
must contain at least ten characters because it is very 
difficult for attackers to break the long password. 
Similarly, authentication mechanism and access control 
may also be applied. 
 

 

 
Figure 5: An example of monitoring personal information. 
(Source: Mirza et al., 2017). 

 
 
Monitoring and personal information leakage 
 
Safety is one of the important purposes of a smart home. 
Hence there are a lot of sensors that are used for fire 
monitoring, baby monitoring, and housebreaking, etc. If 
these sensors are hacked by an intruder, then he can 
monitor the home and access personal information as 
shown   in   (Figure 6). To  avoid  from  this  attack,  data  

 
 

 

 
 
Figure  6:  An example of DoS attack.(Source: Hassan and 
Abudurazzag, 2021)  

 
encryption must be applied between gateway and 
sensors or user authentication for the detection of 
unauthorized parties may be applied. 
 
Denial of service attack (DoS) 
 
Attackers may access the smart home network and send 
bulk messages to smart devices such as Clear To Send 
(CTS) / Request To Send (RTS). They can also attack 
targeted device by using malicious codes in order to 
perform DoS attacks on other devices that are connected 
in a smart home as shown in (Figure 7). As a result, 
smart devices are unable to perform proper functionalities 
because of draining resources due to such attacks. To 
avoid this type of attack, it is very important to apply 
authentication to block and detect unauthorized access.  
 

 
 
Figure 7:  An example of falsification (Source: Hassan and 
Abudurazzag, 2021). 
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Falsification 
 
When the devices in smart home perform communication 
with the application server, the attacker may collect the 
packets by changing routing table in the gateway as 
shown in (Figure 8). Although the SSL (secure socket 
layer) technique is applied, an attacker can bypass the 
forged certificate. In this way, the attacker can 
misinterpret the contents of data or may leak the 
confidentiality of data. To secure the smart home network 
from this attack, SSL technique with proper 
authentication mechanism should be applied. It is also 
important to block unauthorized devices that may try to 
access smart home network. The IoT is a concept that 
depicts future where the physical objects connected to 
internet communicate with each other and identify 
themselves for other devices . The IoT system consists of 
smart objects, smartphones, tablets and intelligent 
devices etc. as shown in (Figure 8). Such systems use 
RFID, Quick Response (QR) codes or wireless 
technology to perform communication between different 
devices. The IoT helped to build connections from human 
to human, human to physical objects, and physical object 
to other physical objects. As per appraisal from IDC, 
there will be 30 billion internet connected devices by 
2020. This rapid growth of internet data needs more 
valuable and secure network. 
 
 

 
Figure 8:  Example of IoT system (Source: Alberto et al., 2021). 

 
 
IOT Challenges 
 
The security concern is the biggest challenge in IoT. The 
application data of IoT could be industrial, enterprise, 
consumer or personal. This application data should be 
secured and must remain confidential against theft and 
tampering. For example, the IoT applications may store 
the results of a patient’s health or shopping store. The 
IoT improve the communication between devices but still, 
there are issues related to the scalability, availability and 
response time. Security is a concern where the data is 
securely transmitted over the internet. While transporting 
the data across international border, safety measure act 
may be applied by government regulation such as Health  

 
 
 
 
Insurance portability and accountability (HIPA) act. 
Among different security challenges, the most important 
challenges relevant to IoT are discussed. 
 
Data privacy 
 
Some manufacturers of smart TVs collect data about 
their customers to analyze their viewing habits so the 
data collected by the smart TVs may have a challenge for 
data privacy during transmission. 
 
Data security 
 
Data security is also a great challenge. While transmitting 
data seamlessly, it is important to hide from observing 
devices on the internet. 
 
Insurance concerns 
 
The insurance companies installing  IoT devices on 
vehicles collect data about health and driving status in 
order to take decisions about insurance. 
 
Lack of common standard 
 
 Since there are many standards for IoT devices and IoT 
manufacturing industries. Therefore, it is a big challenge 
to distinguish between permitted and non-permitted 
devices connected to the internet. 
 
Technical concerns 
 
Due to the increased usage of IoT devices, the traffic 
generated by these devices is also increasing. Hence 
there is a need to increase network capacity, therefore, it 
is also a challenge to store the huge amount of data for 
analysis and further final storage. 
 
Security attacks and system vulnerabilities 
 
There has been a lot of work done in the scenario of IoT 
security up till now. The related work can be divided into 
system security, application security, and network 
security (Ning et al. 2013). 

 
System security 
 
System security mainly focuses on overall IoT system to 
identify different security challenges, to design different 
security frameworks and to provide proper security 
guidelines in order to maintain the security of a network. 
 
 
Application security 
 
Application Security works for IoT application to handle 
security issues according to scenario requirements. 
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Table 1: Analysis of different attacks 
 

Type Treat level Behaviour Suggested solution 

Passive Low Usually breach data confidentiality. Examples are 
passive eavesdropping and traffic analysis. Where 
attackers secretly listen the communication without 
altering the data. 

Ensure confidentiality of data and do not allow an attacker to 
fetch information using symmetric encryption techniques. 

Man in the middle Low to Medium Alteration and eavesdropping are the examples of this 
attack. An eavesdropper can silently sense the 
transmission medium and can modify the data if 
encryption is not applied and steal the information that is 
being transmitted. Hostile may also manipulate the data. 

Apply data confidentiality and proper integration on data to 
ensure integrity. Encryption can be also applied so that no one 
can steal the information or modify the information or encode 
the information before transmission. 

Eavesdropping Low to Medium The information content may be lost by an eavesdropper 
that silently senses the medium. For example, in medical 
environment, privacy of a patient may be leaked. 

Apply encryption on all the devices that perform 
communication. 

Gathering  Medium to High Occurs when data is gathered from different wireless or 
wired medium. Examples are skimming, tampering and 
eavesdropping. Data is being collected to detect 
messages. Messages may also be altered. 

Encryption can be applied to prevent this kind of attack. Identity 
based method and message authentication code can also be 
applied in order to prevent the network from such malicious 
attacks. 

Active High Effects confidentiality and integrity of data. Hostile can 
alter the integrity of messages, block messages, or may 
re-route the messages. It could be an internal attacker. 

Ensure both confidentiality and integrity of data. To maintain 
data confidentiality, symmetric encryption can be applied. An 
authentication mechanism may be applied to allow data access 
to only authorized person. 

Imitation High It impersonates for an unauthorized access. Spoofing 
and cloning are the examples of this attack. In spoofing 
attack a malicious node impersonate any other device 
and launch attacks to steal data or to spread malware. 
Cloning can re-write or duplicate data. 

To avoid from spoofing and cloning attacks, apply identity-
based authentication protocols. Physically unclonable function 
is a countermeasure for cloning attack. 

Privacy  High Sensitive information of an individual or group may be 
disclosed. Such attacks may be correlated to gathering 
attack or may cause an imitation attack that can further 
lead to exposure of privacy. 

Apply anonymous data transmission. Transmit sample data 
instead of actual data. Can also apply techniques like ring 
signature and blind signature. 

Interruption High Affects availability of data. This makes the network 
unavailable. 

Applying authorization, only authorized users are allowed to 
access specific information to perform certain operation. 

Routing diversion High Only the route is diverted showing the huge traffic and 
the response time increased. 

Ensure connectivity-based approach so no route will be 
diverted. 

Blocking Extremely High It is type of DoS, jamming, or malware attacks. It sends 
huge streams of data which may leads to jamming of 
network, similarly different types of viruses like Trojan 
horses, worms, and other programs can disturb the 
network. 

Turn on the firewall, apply packet filtering, anti-jamming, active 
jamming, and updated antivirus programs in order to protect the 
network from such attacks. 

Fabrication  Extremely High Affects the authenticity of information. Hostile can inject 
false data and can destroy the authenticity of 
information. 

Data authenticity can be applied to ensure that no information is 
changed during the transmission of data. 

DoS Extremely High Malicious user may modify the packets or resend a 
packet again and again on network. User can also send 
bulk messages to devices in order to disturb the normal 
functionalities of devices. 

Apply cryptographic techniques to ensure security of network. 
Apply authenticity to detect the malicious user and block them 
permanently. In this way, the network is prevented from 
damage. 

 
Network security 
 
Network security deals with securing the IoT 
communication network for communication of 
different IoT devices. In the next section, the 
security concerns regarding IoT are discussed. 
The security attacks are categorized into four 

 
 broad classes. 
 
Analysis of different types of attacks and 
possible solutions 
 
The IoT is facing various types of attacks 

including active attacks and passive attacks that 
may easily disturb the functionality and abolish the 
benefits of its services. In a passive attack, an 
intruder just senses the node or may steal the 
information but it never attacks physically. 
However, the active attacks disturb the 
performance physically. These active attacks are  
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classified into two further categories that are internal 
attacks and external attacks. Such vulnerable attacks can 
prevent the devices to communicate smartly. Hence the 
security constraints must be applied to prevent devices 
from malicious attacks. Different types of attack, 
nature/behavior of attack and threat level of attacks are 
discussed in this section. Different levels of attacks are 
categorized into four types according to their behavior 
and propose possible solutions to threats/attacks. 
 
1) Low-level attack: If an attacker tries to attack a 
network and his attack is not successful. 
2) Medium-level attack: If an attacker/intruder or an 
eavesdropper is just listening to the medium but don’t 
alter the integrity of data. 
3) High-level attack: If an attack is carried on a 
network and it alters the integrity of data or modifies the 
data. 
4) Extremely High-level attack: If an 
intruder/attacker attacks on a network by gaining 
unauthorized access and performing an illegal operation, 
making the network unavailable, sending bulk messages, 
or jamming network. The (Table 1) below presents 
different types of attacks, their threat levels, their 
nature/behavior, and possible solution to handle these 
attacks. 

 
Summary 
 
The main emphasis of this seminar work was to highlight 
major security issues of IoT particularly, focusing the 
security attacks and their countermeasures. Due to lack 
of security mechanism in IoT devices, many IoT devices 
become soft targets and even this is not in the victim’s 
knowledge of being infected. In this seminar work, the 
security requirements are discussed such as 
confidentiality, integrity, and authentication, etc. In the 
analysis, twelve different types of attacks are categorized 
as low-level attacks, medium-level attacks, high-level 
attacks, and extremely high-level attacks along with their 
nature/behavior as well as suggested solutions to 
encounter these attacks were discussed. 
 
 
Conclusion 
 
Considering the importance of security in IoT 
applications, it is really important to install security 
mechanism in IoT devices and communication networks. 
Moreover, to protect from any intruders or security threat, 
it is also recommended not to use default passwords for 
the devices and read the security requirements for the 
devices before using it for the first time. Disabling the 
features that are not used may decrease the chances of 
security attacks. Moreover, it is important to study 
different security protocols used in IoT devices and 
networks. 

 
 
 
Recommendations 
 
With the goal to achieve security and privacy in IoT, 
significant of research is needed. Some of the key areas 
for research are namely Scaling, Architecture and 
Dependencies, Utilization of Big Data, Robustness, 
Openness and off-course Security and Privacy. Since in 
IoT, large number of devices are connected together 
which in result affects the utilization of system, therefore, 
scaling of a system is required and research work need 
to be done in this domain for the successful working of 
IoT. Since there is no standard architecture for IoT and 
billions of objects are getting attached with the traditional 
internet day by day, it is very much important to have an 
architecture which is adequate in nature and allows 
easiness in connectivity, communication and control. 
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