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ABSTRACT 
 
The rising need for secure communication has propelled the development of advanced solutions 

ensuring confidentiality, integrity, and authenticity. This study examines the potential application of 

Quantum Key Distribution (QKD) within ultrasonic network infrastructures to enable next-

generation secure communication systems. Leveraging the principles of quantum mechanics, QKD 

offers unparalleled security for data transmission. The research focuses on integrating QKD with 

ultrasonic communication technologies, presenting promising findings. It is observed that 

Shannon’s entropy achieves its maximum value of 1 bit when the probability of a bit being 1 or 0 is 

equally distributed (p = 0.5). Additionally, the analysis of the Quantum Bit Error Rate (QBER) reveals 

a linear increase from 0 to approximately 0.1 as the number of errors rises, highlighting the 

relationship between error rates and system performance. These results underscore the potential of 

QKD to enhance security in ultrasonic communication systems. The evaluation of the Signal-to-

Noise Ratio (SNR) is conducted by analyzing the relationship between signal and noise power levels, 

demonstrating how SNR fluctuates with varying noise intensities, thereby reflecting the system's 

robustness against interference. Furthermore, the study highlights a decrease in the key generation 

rate, which declines from 10,000 to approximately 9,500 keys as the Quantum Bit Error Rate (QBER) 

rises from 0 to 0.1. In parallel, the research explores ultrasonic wave propagation, revealing that 

wave velocity exhibits significant growth, increasing from roughly 30 m/s to 100 m/s as the bulk 

modulus is elevated from 10⁹ to 10¹¹ Pascals. These findings provide valuable insights into system 

performance and material behavior under varying conditions.  The study highlights the intricate 

interplay between key quantum communication metrics, emphasizing their implications for system 

design and optimization. It demonstrates that quantum mutual information increases 

proportionally with the entropy of Alice's and Bob's data, ranging from 0.5 to 1 bit. Additionally, the 

research evaluates error reconciliation efficiency, finding that corrected entropy values between 

120 and 256 yield efficiency rates from 0.47 to 1. Furthermore, the eavesdropping detection 

probability rises significantly, reaching nearly 1 as the single detection probability increases from 

0.01 to 0.1. These findings underscore the importance of carefully addressing these factors to 

enhance the reliability, efficiency, and security of quantum communication systems. The research 

also proposes strategies aimed at optimizing these systems to meet the growing demands of secure 

quantum information exchange. 
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INTRODUCTION 
 
In the ever-changing world of secure communication, the 
need for technology that can resist future challenges has 
never been greater (Dervisevic et al., 2024). As networks 
get more complex and   cyber   threats   become   more 

  
 
 
sophisticated, traditional encryption approaches prove to 
be insecure. This has resulted in a watershed moment in 
which novel technologies, such as quantum key 
distribution    (QKD),    are    emerging    to   alter   secure  
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communication paradigms. QKD uses quantum 
mechanics concepts to deliver previously unheard-of 
security.  

QKD employs the basic rules of physics to guarantee 
that encryption keys stay secure, in contrast to traditional 
cryptographic techniques that depend on computational 
difficulties. For infrastructure that requires high degrees 
of confidentiality and resistance to interception, this 
makes it more alluring. As a relatively new 
communication technology, ultrasonic networks provide 
both remarkable prospects and difficulties for safe data 
exchange. These networks, which use ultrasonic sound 
waves to transport data, are being investigated more and 
more for use in industrial monitoring systems, medical 
equipment, and underwater communication.  

However, the sensitivity and uniqueness of these 
networks render them vulnerable to developing security 
threats (Baron et al., 2022; Mohanta et al., 2017). 
Integrating QKD with ultrasonic network architecture 
provides a proactive solution to addressing these 
vulnerabilities. By applying quantum technologies to this 
domain, we can not only protect sensitive data but also 
lay the groundwork for a more resilient and data-proof 
communication system. This integration represents a shift 
towards next-generation security mechanisms that 
anticipate and neutralise potential threats to future 
communication systems (Antonovskaya et al., 2019).  
This investigation of QKD in ultrasonic networks marks a 
watershed moment in the evolution of secure 
communication. By combining the benefits of quantum 
mechanics and sophisticated network technologies, this 
method attempts to establish a strong framework that can 
adapt to the changing demands of digital security. As we 
progress towards a future dominated by quantum 
engineering, such discoveries will be at the forefront of 
establishing trust and reliability in vital communication 
networks. 
 
Review of related works 
 
According to Dervisevic et al. (2024), secure 
communication is critical to the broad usage of 
telecommunication networks and the delivery of better 
services. As computational and mathematical techniques 
evolve, new cryptography approaches emerge. Quantum 
Key Distribution (QKD) is a groundbreaking technique 
that provides an Information-Theoretically Secure (ITS) 
way for establishing secure and security keys among 
rising communication device users. QKD networks, which 
use trusted repeaters, enable secure communication over 
long distances and among big user groups (Rass et al., 
2020).  

These systems provide as a supplement to traditional 
networks, generating, distributing, and managing ITS 
cryptographic keys. Given the scarcity of key resources, 
properly  integrating  QKD  network  services  into  critical  

 
 
 
 

infrastructure requires strong key management 
procedures. This paper examines critical management 
tactics in QKD networks, identifying viable solutions and 
promoting additional research into QKD technology (Tsai 
et al., 2021). A QKD network is intended to serve as a 
key foundation for the Internet, allowing the distribution of 
unconditionally safe keys as an alternative to current 
public-key cryptography methods that rely on complex 
mathematical computations. Many countries and 
research institutions have committed significant 
resources in studying QKD networks. This paper covers 
the existing literature and practical experiments on QKD 
networks, summarising significant findings such as 
network structures, key generation rates, communication 
distances, and routing protocols (Urbina et al., 2016). 
Furthermore, we identify three significant issues and offer 
future research paths and solutions for improving QKD 
network security (Green et al., 2023).  

Hydropower facilities are often monitored or controlled 
remotely via centralized systems, with equipment 
manufacturers increasingly using public communication 
networks to oversee operations. While such methods 
improve efficiency and reliability, they also expose 
systems to potential cyber threats. For example, internet-
based remote-control systems transmitting operational 
commands are exposed to security breaches. Although 
encryption using public-key cryptography helps safeguard 
transmitted data, these methods are increasingly at risk 
due to advances in quantum computing (Dams Sector 
Landscape, 2019).  

QKD offers a solution by ensuring that any 
eavesdropping attempt is detectable through increased 
error rates, which can halt key generation. With a 
sufficiently low error rate and adequate photon detection, 
QKD enables the secure exchange of keys accessible 
only to the intended parties. This paper examines the 
application of QKD and quantum cryptography to protect 
critical infrastructures like hydropower facilities, providing 
a foundational framework for mitigating emerging cyber 
threats (Quaranta and Müller, 2021). Quantum Key 
Distribution, (2024) QKD systems face threats from 
various attack vectors, including quantum-specific 
vulnerabilities such as photon number splitting (PNS) and 
Trojan horse attacks, which can compromise security by 
reducing key rates and increasing errors. Classical 
threats, like man-in-the-middle (MITM) attacks, also pose 
risks by intercepting and altering classical 
communications. Developing secure and practical QKD 
systems requires addressing these issues through 
effective countermeasures. Researchers are working to 
extend QKD's operational range by overcoming the 
"attenuation limit." One solution involves quantum 
repeaters, which amplify weak signals without 
compromising security (Singh et al., 2020). Future 
advancements in QKD aim for seamless integration with 
existing communication systems, such  as  optical  fibers  



 
 

 

 
 
 
 

and satellites technology, enabling secure long-distance 
communication. Satellite-based QKD, for instance, holds 
the potential for global communication security, 
supporting quantum computing by facilitating 
entanglement and enabling a "quantum internet." 
Achieving this requires substantial progress in QKD 
protocols and infrastructure, promising transformative 
impacts on industries like finance-base, healthcare-
technology, and government operations (Philippe and 
d’Errico, (2020). Choucair, (2024) a researcher from 
Universidad Politécnica de Madrid and several European 
institutes have introduced Madrrid Quantum 
Communication Infrastructure (MadQCI), a scalable 
quantum key distribution network that combines quantum 
and classical communication technologies, operating in 
real-world environments (Ijaz et al., 2022). It is Europe’s 
largest and most complex quantum network that is a key 
part of European Quantum Communication Infrastructure 
(EuroQCI) initiative that creates a secure quantum 
internet of things. This achievement marks a significant 
step in merging quantum and classical communication 
systems, showcasing the potential for QKD to become 
integral to global telecommunications ecosystem 
(Ratnam et al., 2020; Martin et al., 2024). 

  
Transitioning Quantum Networking 
 
Traditional QKD networks, often designed for isolated 
use, have focused on optimizing key generation under 
fixed conditions. While effective for research, these 
systems lack scalability and cost efficiency for broader 
deployment. MadQCI addresses these issues through a 
software-defined networking (SDN) approach, allowing 
adaptability, seamless upgrades, and integration with 
existing telecom infrastructure (Whyatt et al., 2021). The 
network comprises 28 QKD modules from multiple 
manufacturers, interconnected via nine nodes in Madrid, 
using shared optical fibers for quantum and classical 
communication (Kwek et al., 2021). This configuration 
lowers costs and demonstrates QKD's commercial 
viability by leveraging existing telecom networks (Singh et 
al., 2020). 

 
Future Oriented Design 
 
MadQCI’s modular and dynamic framework stands out as 
a notable advancement. Unlike traditional QKD systems 
that rely on dedicated fibers, it uses optical switches and 
SDN controllers to establish dynamic quantum links, 
enhancing scalability and resilience. This architecture 
supports various QKD technologies, enabling 
compatibility between devices from different 
manufacturers. Such heterogeneity is critical for 
widespread adoption, allowing for the integration of new 
technologies without significant   disruptions,   creating   a  
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flexible and future-ready quantum communication 
framework (Alrefaei, 2022). 
 
MATERIALS AND METHODS 
 
Materials 
 
i.  MATLAB software for simulations and data 
analysis. 
ii. Quantum key distribution protocols 
iii. Computational hardware (PC) 
iv. Probabilistic and statistical models 
v.  Communication channel parameters (e.g., noise 
power, signal power). 
 
Methods 
 
Shannon's Entropy for Key Generation 
 
Shannon's entropy measures the unpredictability of the 
key generated using QKD. High entropy ensures better 
randomness, a cornerstone of secure encryption for 
ultrasonic networks. 
 

                                              (1) 
                                                                                                                     
H (K): Entropy of the key 

: Probability of each key bit 
 
Quantum Bit Error Rate (QBER) 
 
QBER quantifies the proportion of errors in transmitted 
quantum bits (qubits). Maintaining a low QBER is crucial 
to prevent security breaches caused by eavesdropping or 
noise. 
 

                                       (2)                                         
                                                                                                      

: Number of erroneous qubits 

: Total transmitted qubits 
 
Signal-to-Noise Ratio (SNR) 
 
SNR evaluates the clarity of ultrasonic signals used in 
QKD. A high SNR ensures effective communication by 
minimizing the interference during the secure key 
exchange. 
 

                                                                 (3)     
                                                                                           

: Power of the transmitted signal 

: Power of the noise 
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Key rate (R) 
 
The key rate defines the efficiency of secure key 
generation. It factors in the total qubits transmitted, error 
rate, and any information leakage to ensure secure 
communication. 
 

                                     (4)                                                                                                                          
 
Q: Total qubits transmitted 
 
leakage: Information leaked during transmission 
 
Ultrasonic wave propagation 
 
This equation describes the velocity of ultrasonic waves 
in the medium, which is critical for analyzing signal 
behavior and optimizing QKD performance in ultrasonic 
networks. 
 

                                                                     (5)       
                                                                                                                     
v: Velocity of ultrasonic waves 
B: Bulk modulus of the medium 
ρ: Density of the medium 
 
Quantum mutual information 
 
Quantum mutual information measures how much data is 
shared securely between two parties (Alice and Bob) 
during QKD. It ensures minimal leakage to 
eavesdroppers. 
 
 

                          (6) 
 
H(A): Entropy of Alice's data 
H(B): Entropy of Bob's data 
H(A,B): Joint entropy of their data 
 
 
Error reconciliation efficiency 
 
Error reconciliation efficiency quantifies how effectively 
QKD corrects errors without losing usable bits. Higher 
efficiency is vital in noisy environments, like ultrasonic 
networks. 
 

                                                          (7) 
                                                                                                                    

: Entropy of corrected data 

: Entropy of the original data 

 
 
 
 
Eavesdropping detection probability 
 
This equation calculates the probability of detecting an 
eavesdropper. It emphasizes how transmitting more 
qubits increases the likelihood of spotting unauthorized 
access. 
 

                                                           (8)
                                                                                                                      

: Detection probability 
p: Probability of detecting a single eavesdropped qubit 
n: Total number of qubits 
 
The flowchart represents the systematic progression and 
algorithm of the study, outlining the key stages involved 
in analyzing quantum communication metrics and 
ensuring secure key generation. It begins with initializing 
system parameters, such as probabilities, error counts, 
and power levels. Shannon's entropy calculation is 
performed to evaluate the randomness of generated 
keys. The Quantum Bit Error Rate (QBER) is determined 
to assess the integrity of the quantum channel. Signal-to-
Noise Ratio (SNR) is then computed to measure the 
impact of noise on signal quality. Subsequently, the key 
rate is derived as a function of QBER and leakage, 
reflecting the efficiency of key generation. Ultrasonic 
wave propagation is modeled to study velocity changes 
with material properties. Quantum mutual information 
quantifies the shared information between 
communicating parties. Error reconciliation efficiency is 
analyzed to optimize corrected data. Finally, 
eavesdropping detection probability is calculated to 
secure communication, ensuring system robustness 
against interception as shown in (Table 1 and Figure 1). 
 
 
RESULTS AND DISCUSSION 
 
Shannon's Entropy for Key Generation 
 
The analysis of Shannon's entropy in the context of key 
generation provides insight into the uncertainty 
associated with the selection of each bit in a 
cryptographic system. Shannon entropy measures the 
amount of unpredictability or randomness in the 
information generated, which is crucial for the security of 
key distribution methods. As shown in (Figure 2), the 
entropy increases with the probability of a bit being set to 
"1" (denoted as p), reaching its peak at a probability of 
0.5. This is where the entropy is maximized, implying that 
the system is at its most unpredictable, and hence the 
most secure. The plot illustrates how the entropy H (K) 
behaves with a range of probabilities p from 0.01 to 0.99. 
The graph demonstrates that at extremes (close to 0 or 
1), the entropy drops, indicating low unpredictability.  
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Table 1: Quantitative results of system performance matrices. 
 
Parameter Unit Value/Range Description 

Entropy of the key Bits 128–256 
Desired level of randomness for secure encryption keys. 
 

Probability of each bit - 0.01–0.99 
Probability distribution of key bits used in Shannon's 
entropy calculation. 
 

Number of erroneous qubits Bits 1–1000 
Total number of erroneous qubits detected during 
transmission. 
 

Total transmitted qubits Bits 10,000–100,000 
Total number of qubits sent during a QKD session. 
 

Signal power Watts 1 � 10
��
��1 � 10

�� 
Power of the ultrasonic signal used for communication. 
 

Noise power Watts 1 � 10
��
��1 � 10

�� 
Environmental or system noise affecting the ultrasonic 
signal. 
 

Total qubits transmitted Bits 10,000–100,000 
Number of qubits used for secure key generation. 
 

Leakage information Bits 0.01–0.1 
Amount of information potentially leaked due to errors or 
eavesdropping. 
 

Bulk modulus Pascal 1 � 10
�
� �1 � 10

		 
Measure of the material's resistance to compression for 
ultrasonic wave travel. 
 

Density of medium kg/m³ 800–2000 
Density of the propagation medium (e.g., air, water). 
 

Entropy of corrected data Bits 120–256 
Entropy of the data after error correction processes. 
 

Entropy of original data Bits 128–256 
Entropy of the original uncorrected data. 
 

Detection probability - 0.01–1.00 
Probability of detecting an eavesdropper in the QKD 
system. 
 

Probability of single detection - 0.01–0.1 
Probability of detecting a single compromised qubit. 
 

Number of qubits transmitted bits 10,000–100,000 Total number of qubits transmitted during the session. 

 
 

 
Figure 1: Flowchart of the QKD Algorithm.  

 
This trend is typical in binary systems, where the 
certainty of outcomes reduces entropy as the system 

approaches either extreme (0 or 1). The entropy value 
ranges from 0   at   the   extremes   to   a    maximum    of  



 
 

 

PhiliP-Kpae and Ogbondamati     31 
 
 
 

 
Figure 3: Quantum Bit Error Rate 

 
 
 
approximately 1 bit when p equals 0.5, reflecting the 
highest uncertainty in bit selection.  
 
Quantum Bit Error Rate (QBER) 
 
The Quantum Bit Error Rate (QBER) is a critical measure 
of the reliability of quantum key distribution systems, 
indicating the proportion of quantum bits (qubits) that are 
received incorrectly due to noise or interference during 
transmission. As depicted in (Figure 3), the relationship 
between the number of errors and the QBER is linear, 
with the error rate increasing in direct proportion to the 
number of errors. This graph reveals that for a total of 
10,000 qubits, if the number of errors increases, so does 
the QBER, which starts at 0 and increases to 
approximately 0.1 as the number of errors reaches 1000. 
The plot effectively communicates that the QBER is 
highly sensitive to the transmission errors in quantum 
systems, and any significant increase in errors diminishes 
the overall security and effectiveness of the quantum 
communication protocol.  
 
Signal-to-Noise Ratio (SNR) 
 
Signal-to-Noise Ratio (SNR) is a critical parameter in 
determining the quality of a signal in communication 
systems, representing the ratio of the signal power to the 
noise power. As shown in (Figure 4), the SNR is inversely  

 
 
 
 

 
Figure 4: Signal to Noise Ratio 

 
 
proportional to the noise power, with the signal power 

kept constant at  watts. The 
graph uses a logarithmic scale to display noise power 

from  watts, showing that as noise power 
increases, the SNR decreases exponentially. The curve 
demonstrates a significant reduction in SNR when the 
noise power is elevated, emphasizing the importance of 
maintaining a low noise environment in communication 
systems. The SNR values begin to significantly drop as 
the noise power increases, indicating poorer signal 
quality and highlighting the necessity for efficient noise 
management in real-world systems.  

 
Key Rate vs. QBER 
 
The key rate (R) is an essential metric in quantum 
cryptography, quantifying the number of secure bits that 
can be generated per unit of time or qubit transmission. 
Figure 5 presents the relationship between the key rate 
and the Quantum Bit Error Rate (QBER). The key rate 
decreases as the QBER increases, which is reflected in 
the decreasing curve. For QBER values ranging from 0 to 
0.1, the key rate drops sharply, starting at a value of 
around 10,000 for zero errors and decreasing steadily as 
the QBER increases. The plot demonstrates how error 
rates severely impact the efficiency of key generation, 
making the system less effective as errors in quantum 
communication increase. The key rate is negatively 
impacted by even small increases in QBER, which   is   a  



 
 

 

 
 
 
 

 
Figure 5: Key Rate vs QBER 

 
 
 

 
Figure 6: Ultrasonic wave velocity 
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critical concern for quantum communication systems 
where maintaining a low error rate is essential for secure 
key generation.  
 
Ultrasonic wave propagation 
 
The study of ultrasonic wave propagation, represented in 
(Figure 6), reveals the relationship between the bulk 
modulus of a material and the wave velocity. The graph 
displays a logarithmic scale for the bulk modulus, ranging 

from  Pascals, and the corresponding wave 
velocity, which increases with the bulk modulus. The plot 
shows a clear positive correlation, with the wave velocity 
increasing as the bulk modulus increases. This 
relationship highlights the importance of material 
properties, such as bulk modulus and density, in 
determining how quickly ultrasonic waves can propagate 
through a given medium. The wave velocity reaches 
higher values for materials with a higher bulk modulus, 
which is typical for denser and stiffer materials. This 
result has practical implications in fields like non-
destructive testing, where wave velocity is used to assess 
material integrity.  
 
Quantum mutual information 
 
Quantum mutual information quantifies the total amount 
of information shared between two quantum systems, 
such as Alice's and Bob's data. Figure 7 illustrates how 
the mutual information changes with the entropy of Alice's 
data. The plot reveals a positive correlation between the 
entropy of Alice’s data and the mutual information I (A;B), 
meaning that as Alice’s data becomes more 
unpredictable (increasing entropy), the amount of mutual 
information also increases. The graph demonstrates how 
the uncertainty in Alice’s data influences the shared 
information between two quantum systems, which is vital 
for understanding the strength of the connection in 
quantum communication protocols. The mutual 
information grows steadily, reflecting the dynamic 
relationship between data entropy and the informational 
exchange between quantum systems.  
 
Error reconciliation efficiency 
 
Error reconciliation is a crucial step in quantum 
communication, ensuring that discrepancies between two 
parties' data are minimized. Figure 8 presents the 
efficiency of error reconciliation, showing how the 
efficiency changes with corrected entropy values. The 
plot shows that as the corrected entropy increases, the 
efficiency also rises. Starting at lower values of corrected 
entropy, the efficiency begins to climb and stabilizes as 
the corrected entropy approaches 256. The efficiency 
approaches a maximum value of   1    as   the   corrected  
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Figure 7: Quantum Mutual Information 

 

 
Figure 8: Error Reconciliation Efficiency 

 
 
entropy reaches its highest value, indicating that the error  
reconciliation process becomes nearly perfect when the 
corrected entropy is large. This plot underlines the 
importance of efficient error correction methods in 
quantum     communication     systems,     where    higher  

 
 
 
 
efficiency leads to more reliable and secure data 
exchange.  
 
Eavesdropping detection probability 
 
Eavesdropping detection is a key aspect of ensuring the 
security of quantum communication systems. Figure 9 
displays the probability of detecting eavesdropping, which 
increases as the single detection probability increases. 
The plot illustrates that as the detection probability rises 
from 0.01 to 0.1, the overall detection probability 
increases sharply. With 10,000 qubits, the detection 
probability approaches 1 as the single detection 
probability nears its maximum value. This indicates that 
the system becomes more reliable in detecting 
eavesdropping attempts as the detection probability 
increases, highlighting the effectiveness of quantum 
cryptography in securing communications against 
unauthorized interception.  
 

 
Figure 9: Eavesdropping Detection Probability 

 
 
 
Conclusion 
 
This study has effectively explored various aspects of 
quantum communication systems, focusing on key 
metrics such as key generation, quantum bit error rate 
(QBER), signal-to-noise ratio (SNR), and the overall 
efficiency of quantum protocols. By systematically 
analyzing these parameters, the research has made 
significant contributions to the understanding of quantum  



 
 

 

 
 
 
 
systems, particularly in terms of their operational 
dynamics and potential for real-world applications. 

The study began with an in-depth examination of 
Shannon’s entropy, demonstrating how different 
probability distributions impact the key generation 
process, a foundational concept in secure quantum 
communication. Through this analysis, it became clear 
that entropy plays a crucial role in determining the 
randomness and security of the keys generated for 
quantum protocols. Additionally, the exploration of 
quantum bit error rates revealed critical insights into how 
errors affect the integrity of quantum communication, 
providing valuable information for improving error 
correction methods. 

The signal-to-noise ratio (SNR) analysis also shed light 
on the delicate balance between signal strength and 
noise, offering a deeper understanding of the physical 
limitations in quantum communication systems. By 
examining the relationship between noise power and 
SNR, the study highlighted how noise management is 
essential to optimizing system performance. The key rate 
versus QBER analysis further emphasized the 
importance of maintaining a low error rate to ensure 
efficient key distribution, underscoring the need for robust 
error reconciliation techniques. Moreover, the 
investigation into ultrasonic wave propagation and 
quantum mutual information offered a unique perspective 
on the broader applicability of quantum concepts beyond 
communication, particularly in the field of material 
science and information theory. These findings contribute 
to a more holistic view of quantum mechanics and its 
potential to revolutionize various sectors. 

This study’s contributions to knowledge lie in its ability 
to integrate diverse quantum metrics and demonstrate 
their interdependencies, providing a comprehensive 
framework for understanding the performance and 
efficiency of quantum communication systems. By 
developing a clearer picture of how various factors such 
as entropy, QBER, and SNR interact, the research offers 
a foundational understanding that can be applied to 
enhance future quantum protocols and technologies. 
However, there are opportunities for further research to 
improve these systems. Future studies could focus on 
refining error reconciliation protocols to minimize the 
impact of QBER on the overall system performance. 
Additionally, investigating the impact of environmental 
factors on SNR and quantum error rates could provide 
valuable insights into how quantum systems can be 
made more resilient to real-world conditions. There is 
also a need for more practical applications that bridge the 
gap between theoretical findings and real-world 
deployment of quantum communication technologies. 
Overall, this research has provided essential insights into 
the key metrics of quantum communication, contributing 
significantly to the knowledge base. The findings offer a 
solid foundation for future advancements,  particularly  in  
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enhancing the security, efficiency, and robustness of 
quantum communication systems. By addressing the 
challenges identified and exploring the areas for further 
improvement, quantum technologies can move closer to 
practical implementation, bringing us closer to the 
realization of secure, high-performance quantum 
networks. 
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